The generation of the multi-key-pair in the RSA iterative encryption system was studied, and from the generation algorithm of key, a sort of multi-key-pair generation scheme was proposed in the article. In the scheme, the encryption key set and the decryption key set used in the encryption system were managed by the improved half-generation algorithm, and the management scheme that one secrete key was used to generate multiple key pairs could solve the difficult management problem for multiple key sets. Finally, the key generation algorithm was simulated by VB6.0 in the article.
Introduction
The key safety is the key factor to ensure the safety of the encryption system, and the key is the core of the whole cipher system, so the safety of the key must be guaranteed. The key generation is the base of the key management, and it is one factor to directly influence the safety of the key, and one important part in the encryption system. Yulian Shang et al studied the RSA encryption system and gave a sort of iterative encryption scheme based on RSA which acquired better encryption effect in their article (Shang?, 2008, P.120-124) . However, in that iterative encryption system, large numbers of encryption key sets and encryption key sets would be used, and their article didn't describe how to manage these key sets. In addition, in the RSA key generation, the effective method to generate any big random number has not been found. Based on the grey system theory (J.L. Deng, 1982 , P.285-294 & J.L. Deng, 1989 , the superset theory and the data generation technology, literatures (J.L. Deng, 1989 , P.1-24 & K.Q. Shi, 2000 , P.331-340 & T.S. Chen, 2001 , P.57-64 & K.Q. Shi, 2000 , P.215-224 & T.S. Chen, 2000 offered the concept of grey encryption, and the grey half-generation algorithm was proposed in this encryption system. Based on the grey half-generation algorithm, a sort of new parameter set (big prime number) generation scheme was proposed, which could improve the generation of the key set and enhance the safety of the key. The grey half-generation algorithm was proposed by Professor K.Q. Shi in the grey encryption system theory, and in the article, above algorithm would be improved. In the former grey 
, and in the article, the general form was adopted, i.e. The correlative concept about the grey half-generation will be defined as follows, and it is the base of the grey encryption theory.
Definition 1: Supposes both sides of the encryption communication select one initial sequence x, x is the sequence composed by positive integers.
, so the sequence x is called as the key seed sequence, x is secret.
is the 1-AGO generation data sequence of x, and if 
Definition 4: The half-solution of the grey differential equation (4), the data sequence
Because above definitions are based on the grey model GM (1,1), so they are respectively called as grey complete solution generation and grey half solution generation.
Definition 5: Suppose x ′ ′ is the half-solution key set of the grey encryption system, and
, p is one big prime number selected randomly,
and INT is the operator of Int.
Multi-key-pair generation scheme based on grey half-generation

Key generation scheme
Iterative encryption algorithm established by Yulian Shang et al (Shang, 2008, P.120-124) based on RSA enhanced the safety of the key, and the key generation algorithm would be studied in the article. When generating the key in the RSA system, the selections about correlative parameters such as the big prime number p and q are the necessary condition to generate the key set. Based on the grey half-solution generation algorithm, a new parameter set (big prime numbers) generation scheme would be proposed as follows, which could improve the generation of the key set and enhance the safety of the key. The concrete generation algorithm of the parameter set (selecting prime parameters) includes following steps.
Convention: Both sides of the encryption communication are A and B, and A is the sender and B is the receiver. Both A and B should first generate their respective key set before the communication.
Selecting data column
Both A and B respectively select one data sequence x as the key seed sequence, i.e.
, and the sequence is secret. The data sequence x can be composed by the birth date, telephone number, or correlative biological characters (such as fingerprint or eye iris) about the identity signs. 
The least-square estimation parameter sequence Here, based on the modeling mechanism and the application condition of GM (1,1), the scheme will improve the above algorithm. In the grey differential equation,
In the article, the general form α , and the iterative method is adopted to confirm the grey half-solution set.
(1) From 
3.1.4 Confirming parameter set and selecting big prime numbers p and q Perform the Int operation to the grey half-solution set
, and obtain the data sequence x′ , where, A and B respectively select two big prime numbers according to the conditions randomly from the parameter set x ′ ′ , p and q, finally, generate the multi-key-set with iterative encryption by the key generation method based on the RSA cipher system.
Example of key generation
To explain the concrete implementation method and approach of the key pair generation algorithm, the following simple example is offered. The generation algorithm of the big prime number parameter set and the key set generation algorithm have been implemented by Matlab6.0 and VB6.0, and the key generation interface by the VB6.0 is seen in Figure 1 .
The concrete implementation process includes following steps.
Step 1. The key seed sequence selected by any side of the encryption communication is x,
(secret), and convenient for the computation, randomly select a seven bits data sequence as x;
Step 2. Seek the 1-AGO generation data sequence 3) The safety of the method that that the grey half-solution generation theory is used to generate the key parameter set is based on "the problem to solve the discrete logarithm", so the generation scheme of the multi-key-pair and the iterative encryption system is safe for the algorithm, and the key is safe.
(4) The algorithm of the scheme is safe, and it is difficult to get all t keys for the attackers of the cipher system, because the key seed sequence is secrete, and even if the grey half-solution algorithm is known, the key can not be obtained. If the grey half-solution set is leaked by certain reason, it is still impossible to deduce key seed sequence from the half-solution key set, because its difficulty equals to "solve the problem of discrete logarithm", and the elements in the key set is infinite ( N n ∈ ), and p is the enough big prime number which can be selected randomly, and the possibility that the cipher attackers want to find the big prime number used in the generation of the key parameter set. Therefore, it is safe to adopt this algorithm to generate the key, and the safety of the key can be guaranteed.
